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DISCLAIMER 
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However, Intelligent Risks Pty. Ltd. is not responsible for any non-disclosure by the client, its agents or 
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Similarly, Intelligent Risks Pty. Ltd. is not responsible for any misleading or false disclosure by the client, its 
agents or contractors; or by regulatory authorities or other persons IR has interviewed or sought to interview 
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acknowledges all such reports require accurate information to inform the detailed assessments and IR is neither 
responsible nor liable for any omission or error in its reporting unless professional negligence is proven. 
Furthermore, no report of this nature is definitive and IR can only make recommendations for further 
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1. Executive Summary 

Project Overview 

The Air Freight Council of NSW Inc (AFCNSW) engaged Intelligent Risks Pty Ltd (IR) 
to review security issues affecting air freight operators using Sydney Airport – the 
Airfreight Security Report (ASR). 

This review provides industry and government with an overview of the security 
situation affecting air freight through Sydney Airport and the impact that post-9/11 
security regulatory requirements are having on the industry. 

Information relevant to this review was obtained from discussions with government 
agencies including the Department of Transport and Regional Services (DOTARS), 
the NSW Department of State and Regional Development (DSRD), the Australian 
Federal Police (AFP), the NSW Police Service (NSWPOL) and the Australian 
Customs Service (ACS). 

Industry participants were requested to complete a questionnaire providing details on 
their security processes and their views of the security environment affecting air 
freight through Sydney Airport.  Over 100 questionnaires were distributed to industry 
but the number of written returns was very low.  Consequently, IR interviewed in 
depth nine key industry participants and information obtained from those interviews 
has been incorporated into this review. 

Interviews were also conducted with the Sydney Airport Police Commander (AFP) 
and the Crime Manager of the NSWPOL Botany Local Area Command. 

The Security and Legislative Environment Affecting Air Freight 

Historically, air freight and air freight carriers have been less attractive to terrorists 
than passenger aircraft.  More recently, terrorists have shown an interest in targeting 
air freight and have demonstrated considerable ability in adapting their methods to 
circumvent aviation security regimes.  In future, this may result in increased targeting 
of aviation via freight, following the stringent requirements being currently levied on 
passengers and their baggage. 

Air freight is very much of continuing interest to criminals both in Australia and 
internationally.  This research shows that crime remains a perennial and costly 
problem for operators and the industry at large and that all parties would benefit from 
a comprehensive analysis on air freight related crime statistics and trends in 
Australia. 

Crime against air freight is difficult to investigate owing to the complex nature of the 
air freight logistics chain and jurisdictional issues affecting policing: air freight items 
may pass through international, Commonwealth and State jurisdictions prior to a theft 
of the item being discovered. 

Australia discharges its obligations regarding the security of air freight in accordance 
with ICAO Annex 17, as legislated in the Aviation Transport Security Act 2004 and 
supporting regulations.  Australia’s air freight security regime is broadly similar with 
comparable countries, such as the US and the UK.   
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The security regime governing air freight activities reflects the historically lower threat 
this segment of the aviation industry has been under, in comparison with passenger 
transportation.  Consequently, the regulated security regime is biased towards 
procedural security rather than technical security (such as 100 percent screening of 
items, as is the case for passenger carry-on baggage and hold-stowed baggage on 
international flights from Australia).  

The Australian Government intends to upgrade air freight security and is currently 
considering the complexities of ensuring appropriate security for air freight while not 
levying unreasonable costs on Australian industry that could hurt the competitiveness 
of Australian exports.   The US and the UK are also grappling with similar issues.  In 
particular, the feasibility of regulating for 100 percent screening of air freight is being 
examined in all three countries within the limitations of current technology. 

Current Issues 

Industry and Government interviews and meetings highlighted a number of broad 
areas of concern and interest across industry participants as well as some gaps in the 
security regime relating to air freight.  These were: 

a. Issues about the integrity of the ‘known shipper’ program in light of concerns 
over the level of auditing of known shippers by DOTARS and relevant 
authorities; and a widely held perception that the regulated security regime for 
air freight is procedural in nature rather than dependent on physical or 
technical screening of air cargo.  

b. Concerns about the degree and effectiveness of freight screening 
implemented by some Cargo Terminal Operators (CTOs), particularly in light 
of the security charges levied by those CTOs to cover their security costs. 

c. A desire on the part of many air freight operators for more detailed 
methodological guidance on the development of security plans and 
procedures. 

d. A view held by industry participants that the consultation process with 
DOTARS could and should improve.  Concomitantly there is an 
acknowledgement that communication channels had improved markedly since 
the 2005 Independent Review of Airport Security and Policing for the 
Government of Australia (the Wheeler Review). 

e. Concern related to the business impact of any further increases in security 
processes governing air freight; and a desire to have full business impact 
analyses undertaken on any proposed regulatory changes. 

f. Up to date analysis of crime affecting air freight connected to Sydney Airport. 

g. The potential for improvement in the investigation of criminal activities 
including freight thefts and other security issues on the part of industry 
participants and the police. 

h. Support for increased liaison between industry and the Sydney Airport Police 
Command and NSW Police in relation to crime affecting air freight. 
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Project Recommendations 

The review makes 15 recommendations in respect of improving security processes 
for air freight connected to Sydney Airport.  These are listed below and have been 
grouped under appropriate headings: 

Security Awareness and Protective Security  

1. Consideration should be given to producing security aide memoirs for industry 
participants to raise staff awareness and provide guidance on responding to 
security incidents.   

Responsible Agencies:  DOTARS; AFCNSW  

2. Consideration should be given to developing a standardised security 
framework template for air freight facilities to allow operators to benchmark 
their security processes and procedures against an industry wide baseline 
document.  

Responsible Agency: AFCNSW, in conjunction with industry 

Government/Industry Liaison 

3. Information should be provided to air freight operators on a regular basis on 
the extent of the Regulated Air Cargo Agent (RACA) audit program. 

Responsible Agency: DOTARS 

4. Consideration should be given to increasing DOTARS’ engagement with 
industry, including enhanced liaison directly with industry participants, either 
on an operator by operator basis or by expanding the membership and role of 
the Air Cargo Security Working Group (ACSWG). 

Responsible Agency: DOTARS 

5. The feasibility of establishing an Air Freight Security Group under the Trusted 
Information Sharing Network (TISN) should be explored. 

Responsible Agencies:  DOTARS; Commonwealth Attorney-General’s 
Department. 

6. Regular information and advice of any prospective increases in security 
requirements should be provided to industry as early as practicable to allow 
for these to be accurately costed by industry participants.  

Responsible Agency: DOTARS 

7. Issues associated with delays in conducting Aviation Security Identity Card 
(ASIC) checks for new staff for industry participants should be raised with 
DOTARS with a view to speeding up the ASIC checking process. 

Responsible Agency: AFCNSW 
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Law Enforcement 

8. To further improve security and prevent criminal activity, more comprehensive 
analysis of crime trends affecting air freight through Sydney Airport should be 
undertaken and the results of this analysis made available to industry. 

Responsible Agencies: AFP; NSW Police; ACC; DOTARS, AFCNSW. 

9. The Joint Airport Intelligence Group and Joint Airport Investigation Team at 
Sydney Airport should be continuously adequately resourced and their needs 
regularly reviewed to improve their effectiveness. 

Responsible Agencies: AFP; NSW Police; Australian Customs Service. 

10. To further improve security and prevent criminal activity, regular meetings 
should be implemented between industry representatives and police to 
discuss air freight related crime and security issues connected to Sydney 
Airport. 

Responsible Agencies: AFP; NSW Police; AFCNSW 

11. Consideration should be given to establishing a dedicated reporting line for air 
freight related crime connected to Sydney Airport, either as a separate 
reporting line or as a component of the NSWPOL Police Assistance Line 
(PAL). 

Responsible Agencies: AFP; NSW Police 

12. The feasibility of implementing an industry wide electronic crime reporting 
format for reporting air freight related crime should be explored. 

Responsible Agencies: AFP; NSW Police; AFCNSW 

Security Screening/Clearing 

13. Issues associated with physical or technical screening of air freight by CTOs 
should be clarified to ensure that any requirements levied in this regard are 
acceptable to the majority of the industry, including forwarders and CTOs. 

Responsible Agency: DOTARS 

14. The feasibility of developing a ‘favoured supplier’ program to allow suppliers 
that agree to implement strict and auditable security regimes for air freight at 
their facilities to be subject to reduced security processes at the RACA or CTO 
level should be explored.  

Responsible Agencies: DOTARS; AFCNSW 

15. Operators should be given clear guidelines as to when a criminal incident at 
an air freight facility should be considered serious enough to compromise the 
integrity of security cleared freight at that facility. 

Responsible Agency: DOTARS 
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2. Introduction 

2.1 Scope of Work  

The AFCNSW engaged Intelligent Risks Pty Ltd (IR) to review security issues 
affecting air freight operators using Sydney Airport – the Airfreight Security Report 
(ASR). 

The project was intended to: 

• Improve industry and government understanding of the effectiveness and 
impact of post-9/11 security legislation and regulation on the movement of 
international air cargo in the Sydney airport precinct 

• Provide industry and government with an independent assessment of 
security issues affecting air freight forwarders/shippers/importers at 
Sydney airport, including on and off airport criminal activity; the 
effectiveness of current security measures; and the possible costs 
associated with proposed changes to security measures and procedures 
at business facilities. 

The project also included a gap analysis to determine whether the measures 
introduced by the Australian Government are meeting their objectives in respect of 
improving air freight security.   

The project was to have a number of key outcomes.  These were to: 

• Document the Department of Transport and Regional Services (DOTARS) 
security regulatory arrangements, existing and proposed, for the 
movement of international air freight in the Sydney airport precinct (i.e. in 
relation to requirements on freight forwarder/importer, surface transport 
operator/courier, cargo terminal operator and shipper) 

• Document information available on related studies or reviews being 
undertaken, regarding illegal access and theft along the cargo supply 
chain in NSW for both inbound and outbound cargo and; profile relevant 
international practices in relation to air cargo security 

• Determine the extent of illegal access and theft along the cargo supply 
chain in NSW for both inbound and outbound cargo 

• Recommend security arrangements which incorporate measures to protect 
people from theft, assault, sabotage and other criminal acts of other 
parties and from other harm as well as from terrorism, with due 
consideration of NSW Occupational Health and Safety (OH&S) legislation.  
In addition, identify any further measures that need to be taken by 
airfreight related businesses to protect and train staff in relation to security 
issues 

• Document, discuss and recommend in relation to existing and future 
consultative structures, how to provide a sustained approach to the 
identification and resolution of issues associated with security and criminal 
activity in air freight handling. 
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2.2 Methodology 

The project progressed in a number of stages. 

Stage 1 

Stage 1 consisted of IR consulting with government stakeholders, including 
appropriate State government agencies and DOTARS to ascertain their view of the 
situation in respect of air freight security affecting Sydney airport and the industry 
generally in NSW.     

IR and the AFC NSW then identified a sample which represented air freight logistic 
chains, for a number of export and import cargoes, across several local government 
jurisdictions. This included samples of general cargo (both individually dispatched 
and commercial cargo) and high value cargo (such as computer equipment; perfume; 
prescription drugs). 

This sample included various types of operators including1: 

• Importers/exporters (small medium and large international shippers) 

• Road and rail transport operators who interface with the air freight industry 

• Intermodal terminal operators 

• Warehousing operators 

• Freight forwarders. 

IR then constructed a questionnaire and interview program to ascertain details of the 
impact of security legislation and regulation on operators; and their security practices 
and procedures.  Information on the operators’ assessment of the efficacy of the 
current security regime and its cost/benefit for the industry was also sought.  Also 
included were questions relating to the general business profile of the operators and 
the extent to which operators suffer from security incidents, including thefts, assaults, 
bomb threats etc.   

Specifically, the questionnaire sought information on issues including: 

i. Current working hours and shift patterns 

ii. Freight volumes  

iii. Seasonality impacts 

iv. Method of transport (Truck/air; air/truck; rail/truck/air; air/rail) 

v. Average time of journey for freight at different stages  

vi. Security infrastructure in place at facilities and facilities from which freight is 
transported (warehouses/clients); e.g. Closed Circuit Television; access 
control systems; alarms 

vii. Security policies and procedures (including those protecting freight and also 
those in place to protect personnel from terrorism, assault etc.  This included 
operator’s Transport Security Plans [TSPs] where appropriate) 

                                                
1 These were selected on the basis of their association with, and relevance to, the air freight 
industry at Sydney Airport 
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viii. Background checking for staff and sub-contractors  

ix. Security management structures 

x. Security incident reporting and response procedures (including security 
emergency response plans) 

xi. The incidence of victimisation from theft or other crimes (both within 
Australia and internationally where relevant) 

xii. The extent of training for staff and/or contractors in security procedures 

xiii. Average loss (AUD) from theft and other security incidents 

xiv. Average annual spend on security (such as infrastructure or guards) 

xv. Impact assessment of the new regulations on their operations and cost 
structure 

xvi. An assessment of whether the current regulatory regime is achieving its 
goals in terms of improving security for air freight 

xvii. Their perceptions on any major security vulnerabilities in the air freight 
industry 

The questionnaire was distributed to members of the AFC Project Steering 
Committee for validation, prior to being distributed to industry participants. 

Stage 2 

The survey was then distributed.  However it was not possible to undertake any 
meaningful analysis of the survey results as only two surveys were returned to IR 
(out of 100 distributed).  A representative sample of nine operators was consequently 
selected for interview.  These were selected to provide a cross section based on their 
size, the type of operation and the extent to which they report victimisation from 
crime.  This included operators at Sydney Airport.   

Stage 3 

The results of the survey and interviews were documented and have informed the 
analysis in this report. The report also includes details on: 

• The methodology used during the project 

• All documents reviewed 

• An overview of current legislation/regulation affecting the sector 

• A list of all organisations consulted during the project 

• Gap analyses to detail any security deficiencies that are contributing to crime 
or security incidents in the industry; or represent potential or actual areas of 
non-compliance with the Aviation Transport Security Regulations 2005 or 
NSW OH&S legislation 

• An overview of any proposed alterations to the current security regulations 
affecting air freight 

• Recommendations on measures that could be implemented to address any 
identified security or compliance deficits2 

                                                
2 A consolidated list of recommendations is at Attachment 1 to this report. 
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• Where possible, an estimate of the potential cost to the industry in respect of 
implementing the measures recommended; and an estimate of the costs to 
industry of any proposed changes to legislation or regulation governing the 
security of air freight in NSW. 

The draft report was submitted to AFC NSW and relevant government agencies for 
comment; and the comments incorporated into this iteration of the document. 

Stage 4 

Stage 4 involved providing this final version of the report to AFC NSW. 

At the conclusion of this review, all documents and information provided to IR, that 
are not passed to the AFC NSW, will be destroyed in accordance with agreements 
reached with the AFC and the operators interviewed by IR. 

2.3 Exclusions & Limitations 

  The following issues were outside the scope of this work: 

• Detailed review of facility security, individual operator’s security and 
emergency response plans or other security documentation 

• General (non-security related) OH&S issues 

• Fire safety 

• Issues associated with the handling of legitimate dangerous goods as cargo 
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3. Security Environment: Air Freight  

3.1 Terrorism Context 

3.1.1 Overview 

There is little doubt the greatest security challenge facing the international community 
at present is that represented by al-Qa’ida, its affiliated groups and associated 
Jihadist extremists. 3   

Al-Qa’ida is responsible for a large number of high-profile, violent terrorist attacks 
against civilians, military targets and commercial institutions in both the west and the 
Muslim world. The most prominent of these were the attacks of September 11 in the 
US. 

The violent activities of al-Qa’ida and associated extremist groups are unlikely to 
cease in the short or medium term.  Jihadist extremists have proved they are capable 
of operating throughout the globe – sometimes without significant institutional support 
from al-Qa’ida in terms of training or resources.  Transport infrastructure and 
operations, including aviation, have been and will remain favoured targets of these 
terrorists. 

3.1.2 Australian Context 

The Australian national level of counter-terrorist alert is Medium.  Australia moved to 
its current heightened level of alert following the 9/11 terrorist attacks.  It is unlikely 
this elevated threat level will decrease in the short to medium term.   

The direct threat to Australian interests internationally from terrorism was highlighted 
by the September 2004 bombing of the Australian Embassy in Jakarta.  The bombing 
was carried out by Jemaah Islamiyah (JI).  This group also carried out the 2002 and 
2005 Bali bombings4.  

There is reliable information that al-Qa’ida and its associated groups maintain the 
objective of undertaking attacks on Australian interests, both within Australia and 
overseas.  While IR has no information terrorist attacks are imminent in Australia, 
Australian authorities continue to closely monitor known local extremists.  A number 
of terrorist related arrests have been made in Australia, most notably in Sydney and 
Melbourne commencing in November 2005.  The recent conviction of Faheem Khalid 
Lodhi (sentenced in NSW on terrorist charges in August 2006) demonstrated 
Australia’s critical infrastructure remains an attractive target for terrorists. 

While al-Qa’ida and its affiliates are not assessed as having a large cohesive 
infrastructure in Australia, the July 2005 bombings of public transport in London 
demonstrated that groups of ‘home grown’ terrorists may mount coordinated attacks 
without significant operational input from established terrorist groups. 

                                                
3 The information for this section has been drawn from the DOTARS Aviation Security Risk 
Context Statement, open source reporting and IR’s own information holdings. 
4 88 Australian citizens were murdered in the 2002 Bali bombings and 4 were murdered in the 
2005 Bali bombings. 
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In addition, al-Qa’ida has sent operatives to Australia with the expertise to mount a 
sophisticated operation.  In 2003 Willy Brigitte, a French national with military 
experience, entered Australia on the orders of senior members of al-Qa’ida to plan a 
terrorist attack.  He was to be joined by an al-Qa’ida explosives expert in Sydney but 
was deported before he could accomplish his mission.  Lodhi was an alleged contact 
of Brigitte’s in Australia. 

In December 2006, the French Government formally charged Willie Brigitte with a 
range of offences relating to his al-Qa’ida related activities.   

Brigitte and his fellow conspirators initially researched military and diplomatic facilities 
in Australia but then shifted their energies to collecting information on key 
infrastructure sites in the Sydney metropolitan area.  This is consistent with reports 
that al-Qa’ida targeting in Western countries is now focused on economic and ‘soft’ 
targets (such as mass transit and entertainment precincts).  

In choosing a target for attack in Australia, al-Qa’ida and similar groups are likely to 
consider the potential for mass casualties; economic impact; symbolism of the attack; 
media imagery likely to be generated; the accessibility and vulnerability of a given 
target; and the opportunity for attack. 

3.1.3 Terrorism and Air Freight 

A successful attack on Australian aviation will result in considerable national and 
international media attention and potentially large casualties.  The economic effect of 
a successful terrorist operation against air freight could also be significant.   

Al-Qa’ida and associated groups have shown a determined interest in circumventing 
security measures to allow the introduction of devices aboard aircraft.  The 1995 
Bojinka Plot involved the assembly of liquid explosive bombs in-flight from 
components smuggled aboard separately; Richard Reid attempted to detonate 
explosives hidden in his shoes aboard a flight to the United States from France in 
December 2001; and the August 2006 UK plot involved the use of liquid explosives to 
bring down US bound airliners departing UK airports.  

Historically, terrorist interest in attacking civil aviation has primarily focussed on 
introducing an explosive device onto an aircraft by being carried on board by a 
passenger or via checked baggage.  But air freight has also been considered as a 
means to introduce a device onto an aircraft, though much less frequently.  In 1979, 
a parcel carried as mail detonated aboard an American Airlines aircraft.  The item 
was later linked to the ‘Unabomber’, Theodore Kaczynski.5  And after the Bojinka Plot 
was foiled, a senior al- Qa’ida operational coordinator, Ramzi Yousef, considered 
targeting cargo aircraft. 

As noted in the Independent Review of Airport Security and Policing for the 
Government of Australia (the Wheeler Review), 80 percent of air freight in Australia is 
carried on passenger aircraft, yet this freight is not subject to the same degree of 
screening as passenger’s baggage (for example, there is currently no equivalent for 

                                                
5 Affidavit of Assistant Special Agent in Charge, Terry Turchie before the US District Court of 
Montana, April 1996. 
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freight of the Methods, Techniques and Equipment to be used for Screening [METS] 
that governs passenger screening at Australian airports).6   

However, it is difficult to target a specific aircraft with a bomb concealed in freight as 
information identifying which aircraft an item of freight is scheduled to depart on is 
protected from unauthorised access.  While it is possible to target an aircraft on a 
particular route, the exact scheduled departure of the freight item may be difficult to 
predict (depending on the route being targeted), decreasing the certainty the device 
will function where and when intended.   

The current security regime for air freight requires, inter alia, a ‘cooling off’ period for 
freight items from unknown shippers.  This is intended to interfere with a terrorist’s 
ability to reliably place a timed explosive device on an aircraft.  While this measure 
could be overcome by the use of a barometrically triggered device, it increases the 
sophistication necessary to mount the attack, making the attack more difficult to 
perpetrate. 

Freighter aircraft are less attractive targets for terrorism than passenger aircraft.  This 
stems from the limited potential for casualties from attacking a freighter.  Typically 
this could result in only two or three deaths, rather than the hundreds that would 
likely occur from a successful attack on a passenger aircraft.  Setting a device on a 
freighter to explode over a populated area to cause damage on the ground is 
theoretically possible but could prove quite difficult to achieve reliably in practice. 

3.2 Crime Context 

While international terrorism has been the principal motivation for tightening aviation 
security in Australia, the security measures required to protect the carriage and 
storage of air cargo should assist significantly in the mitigation of criminal risk.  And 
the Wheeler Review highlighted the need to improve further anti-crime measures at 
Australian airports.  

According to the Australian Institute of Criminology7, general cargo theft results in 
significant economic loss in Australia and abroad.  While the impact of theft on air 
cargo is likely to be less than general cargo (especially within airport environs 
because of more robust security measures), the extent of losses in this sector are 
difficult to quantify.   

Australia has not experienced a recent high profile robbery of air freight similar to the 
robbery of £4.5 million from Heathrow in 2002 and the attempt to mount a second 
raid in 2004.8   

As part of the Wheeler Review’s recommendations, the Australian Crime 
Commission (ACC) has established a unit charged with analysing and reporting on 
criminal trends affecting aviation in Australia.  However at time of writing, the ACC 
had not comprehensively analysed crime affecting air freight and information related 
to this had not been made available to industry. 
                                                
6 Some Cargo Terminal Operators (CTOs) implement quite rigorous screening for freight, but 
this is on a voluntary operator specific basis and is not consistent across the sector. 
7 The Detection and Prevention of Cargo Theft, Australian Institute of Criminology, Trends & 
Issues September 2001 
8 In February 2002, £4.5 million was stolen while being unloaded from an aircraft at Heathrow 
Airport. 
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There is no database currently available to describe the extent of serious theft of air 
freight in NSW.  Security breaches affecting air freight must be reported to DOTARS 
and according to the Department reported incidence of crime affecting air freight is 
low.  But criminal incidents affecting air freight do occur periodically (and not all are 
reported to either the police or DOTARS), leading to losses in revenue; negatively 
impacting productivity; and potentially placing the security of aircraft and personnel at 
risk.9  

                                                
9 More detailed information regarding crime targeting air freight is contained in section 5.7 of 
this review. 
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4. Aviation Transport Security Legislative and 
Regulatory Framework 

4.1 Overview 

Australia is a signatory to the Convention on International Civil Aviation (the Chicago 
Convention) and as such is bound by the standardisation of security measures for 
civil aviation, including air freight, flowing from that Convention.  These standardised 
security measures are enunciated in the International Civil Aviation Organisation 
(ICAO) Standards and Recommended Practices (SARP) under Annex 17 to the 
Convention. 

ICAO SARP 4.3.8 and 4.3.9 of Annex 17 in particular refer to the need for 
‘contracting states’ to establish measures to ensure cargo is subject to appropriate 
security controls; and to ensure operators do not accept consignments for carriage 
on Regular Public Transport (RPT) flights unless the security of the consignment is 
adequately accounted for. 

The SARP are implemented in Australia under the Aviation Transport Security Act 
2004 (ATSA) and associated Regulations.  These govern the manner in which 
Aviation Industry Participants (AIP) must implement appropriate protective security 
regimes to safeguard civil aviation from unlawful interference, including terrorism. The 
2004 Act meets Australia’s obligations under the Chicago Convention which were 
previously incorporated in the Air Navigation Act of 1920 (ANA).  

Among other things, the ATSA provided for an enhanced security framework 
applying to air freight security, with domestic air cargo security being regulated in 
Australia for the first time. 

Australia is also a signatory to a number of other Conventions providing for the 
security of Civil Aviation.  These include the Convention on Offences and Certain 
Other Acts Committed on Board Aircraft (Tokyo Convention); the Convention for the 
Suppression of Unlawful Seizure of Aircraft (Hague Convention); and Convention for 
the Suppression of Unlawful Acts Against the Safety of Civil Aviation (Montreal 
Convention).  Similar to the Chicago Convention, these Conventions require 
signatory states to implement measures to deal with security issues affecting civil 
aviation such as bombings of aircraft.  Australia’s obligations under these 
Conventions are implemented under the Crimes (Aviation) Act 1991. 

Offences involving civil aviation are also covered by various State laws.  Aviation 
security measures are complemented by Australia’s whole of government approach 
to national security as described in the National Counter Terrorism Plan (NCTP) and 
inter-governmental agreements on transport security issues. 

DOTARS is the Australian government department responsible for regulating air 
transport in Australia.  Aviation security programs are audited by the Office of 
Transport Security (OTS) within DOTARS, which also conducts compliance 
inspections of industry participants to ensure security processes reflect government 
requirements. 
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Under Australia’s legislative and regulatory regime, a wide range of aviation industry 
participants are required to develop and put in place security programs, including: 

• Operators of freight aircraft  

• All operators of regular passenger services  

• Operators of charter aircraft and private or corporate jets  

• Airports that service these aircraft (approximately 180 airports in total). 

This legal and regulatory framework governing civil aviation in Australia has resulted 
in a comprehensive security regime that is broadly comparable with that in place in 
most developed countries (while theoretically all countries signatory to the Chicago 
Convention should have similarly robust security regimes, in practice this can vary 
depending on the country concerned).   

Historically, air freight has not been accorded the same security focus in Australia or 
internationally as that applied to RPT services.  But post-9/11 air freight security has 
been the subject of greater government and industry scrutiny. 

4.2 Aviation Transport Security Legislation and Regulations 

4.2.1 The ATSA and Associated Regulations 

As noted above, the ATSA establishes Australia’s regulatory framework to safeguard 
against unlawful interference with aviation.  This is achieved by establishing minimum 
security requirements for civil aviation by imposing obligations on persons engaged in 
civil aviation related activities. 

The purpose of the Aviation Transport Security Regulations 2005 (ATSR) is to 
provide the additional detail necessary for the regulatory framework established by 
the Act to operate as intended.  In doing so, the Australian government has avoided a 
detailed prescriptive regulatory regime.  In general, the ATSR have been drafted to 
produce outcomes rather than govern security processes at a detailed level. 

Section 12 of the ATSA requires the following categories of aviation industry 
participants (AIPs) to prepare and implement an approved Transport Security Plan 
(TSP):   

• An operator of a security controlled airport  

• An operator of a prescribed air service  

• A participant of a kind prescribed in the Regulations 

Regulated Air Cargo Agents (RACAs) are prescribed in Regulation 2.03 and so 
require a TSP. 

The Australian government provided for an interim period for air freight operators to 
transition from the regime imposed under the ANA to that required by the ATSA.  
According to these transitional arrangements, contained in Regulation 4.49, 
international air cargo security programs approved under the ANA constitute an 
approved TSP for the purpose of ATSA and ATSR until the end of 9 March 2007, 
when this regulation ceases to have effect.   
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The regulations themselves as they pertain to air freight are supported by the 
International Air Cargo Security Regulated Agent Model Security Program (2003) 
which provides more detailed guidance on the development of approved security 
plans for international air freight. 

While the primary focus of the security regime is international air cargo, domestic air 
cargo is also required to be subject to security processes and these procedures have 
to be documented by domestic air cargo operators.  These are expected to be based 
on the regime governing international air cargo and can be audited by the OTS. 

4.2.2 RACA Transport Security Plans (TSPs) 

Regulation 2.48 outlines the scope of RACA TSPs in the following terms: 

‘The TSP must cover the measures and procedures the RACA will use to handle, 
store and transport cargo, securely from acceptance until it reaches the cleared 
area or zone of a security controlled airport, or a prescribed aircraft, or another 
RACA.’ 

In order to protect the aircraft from unlawful interference, air cargo has to be cleared 
to ensure it does not represent a security threat to civil aviation.   

Under the regulations, the RACA TSP must contain such things as risk context 
statements to identify security risks to the RACA’s air freight operations; protective 
security measures to protect civil aviation, including to detect explosives carried as 
cargo; and methods to protect cargo from unauthorised access from the time of 
receipt until its despatch to either a secure area of an airport, a prescribed aircraft or 
another RACA.  

The TSP must also detail security management arrangements and the 
complementary obligations of franchisees or subsidiaries of the RACA as appropriate; 
and contain a record of the RACA’s regular customers (known shippers) for 
international cargo.  Similar security requirements will also apply to domestic air cargo 
after March 2007.  

4.3 Comment on current legislative & regulatory framework 

The current aviation legislative and regulatory framework reflects the historical bias 
towards securing the non-freight component of RPT services.  For example, as 
previously noted, it does not provide for the implementation of a METS to be used for 
screening air cargo, similar to the METS that govern the clearing of people and goods 
entering the sterile area of an airport.10 

Clearance of cargo essentially rests on all participants in the air cargo chain being 
bound by security requirements detailed in approved TSPs, the bona fides of known 
shippers and some screening requirements for cargo that cannot be considered 
properly security cleared on receipt by the RACA. 

                                                
10 The intention of DOTARS to develop a METS equivalent for air freight is addressed in 
section 4.4 of this report. 
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As a consequence, the clearance of air cargo is largely a formalised procedural 
matter that may or may not include some form of physical or technical screening or 
inspection.  

The RACA process covers the full spectrum of industry participants involved in the 
complex multi-faceted air cargo supply chain from the CTOs to major air freight 
handling companies to small courier operators. The regulatory requirements impose a 
significant burden on the smaller operators in particular, who may have only partial or 
minimal involvement in air cargo; or whose resources and expertise are not sufficient 
to meet easily the regulatory requirements. 

Currently there are no provisions in the legislation or regulations to compel industry 
participants to make an application to become a RACA (and hence be bound by 
aviation transport security statutory requirements).  But the requirements levied on 
non-RACAs, in respect of cargo consignments processed by them, provide for a 
significant commercial incentive for industry participants to register as RACAs. 

Although cargo is included in that section of the ATSA that deals with the screening 
and clearing of people, goods and vehicles, the actual security measures and 
procedures applied to passengers (who must submit their baggage and themselves to 
screening) are much more stringent than for the handling of air cargo. Currently the 
majority of domestic and export air cargo is carried without any form of inspection or 
screening mandated under regulation (as the bulk of air cargo comes to RACAs from 
known shippers and does not require screening under the ATSR).  

4.4 Future Trends 

4.4.1 Amendments to ATSA 

The Wheeler Review recommended a review of aviation security legislation and 
regulation; and since then DOTARS has entered into a consultative process with 
industry culminating in the drafting of the Aviation Transport Security Act Amendment 
Bill 2006.11  This received Royal Assent in September 2006 and includes several 
initiatives including changes to streamline and improve the regulation of cargo 
inspection.   With regard to the latter, there are several possible options going 
forward, including maintaining the status quo.  But the preferred option was 
incorporated in the Bill, which amends the Principal Act as follows: 

• Creates a new Division 2 A of Part 4 of the Act to deal specifically with how 
domestic and international cargo is to be examined and cleared prior to being 
taken onto an aircraft. 

• Creates two separate categories of cargo businesses – existing regulated air 
cargo agents (RACA) and a new category of accredited air cargo agents 
(AACA)12 

Information relating to the responsibilities and obligations of these two categories of 
prescribed air cargo agents will be by way of regulation, which is still to be developed.  
The Bill also included an amendment to enable the Secretary to approve less formal 

                                                
11 Air freight operators had some reservations regarding the extent and value of the 
consultative mechanisms with DOTARS.  These are addressed in section 5.5 of this report. 
12  Explanatory Memorandum – Aviation Transport Security Amendment Bill 2006 
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changes to TSPs, thus allowing aviation participants to align simple changes in 
business and operational practice with the requirements of the regulatory framework 
without the need for a cumbersome approval process. 

The amendments to the Act recognise the burden imposed on hundreds of industry 
participants (e.g. couriers) with relatively minor involvement in the air cargo supply 
chain.  Second tier Accredited Air Cargo Agents (AACAs) will not be required to have 
a TSP.  However, AACAs will be required to operate in accordance with security 
measures developed by DOTARS.  These security requirements are likely to include 
checking customer identifications and ensuring the security of cargo while in their 
possession.  

The proposed amendments will enable the whole industry to be regulated (without 
imposing an undue burden on minor participants), an objective that is problematic in 
the context of current legislative and regulatory arrangements.   

In the Second reading speech, the Minister for Transport and Regional Services said 
the Bill ‘will allow for different but complementary security measures to be prescribed 
for different parts of the supply chain.  These differing requirements will be based on 
criteria such as the size, scope and security risk posed by the participant’s 
operation’.13 

Regulatory arrangements for participants designated and listed as RACAs will remain 
largely unchanged, on the basis they have premises where air cargo is received, 
stored, sorted and consolidated.  They also have access to specific flight information.  
As a consequence, RACAs will still require TSPs (covering protective security, access 
control and information security measures).   

Under the proposed arrangements, all air cargo will be handled by ACCAs, RACAs 
and aircraft operators, each with their own specific responsibilities to protect aviation 
from unlawful interference.  

It is also intended to introduce mandatory requirements regarding the type of 
technologies to be used in the air cargo industry.  Under the current legislation, the 
Department does not have the power to mandate matters such as screening 
requirements.  The amendments include the following concepts and changes: 

• Rather than screening and clearing cargo as currently prescribed, the 
concept of examination and clearing of air cargo would be introduced in 
Division 2A of the Act, and in regulations under section 44C 

• The prescription of requirements relating to the examination of cargo, 
certification of cargo for transport by aircraft, receiving clearance for cargo 
and the circumstances in which cargo is to be cleared 

• The requirement for AACAs to report aviation security incidents  

It is envisaged that regulation in respect of the following will occur by issue of a notice 
by the Secretary of DOTARS: 

• Examination of cargo 

• Procedures for dealing with examined cargo 
                                                
13 Hon. Warren Truss, Minister for Transport and Regional Services, Second reading speech, 
Aviation Transport Security Amendment Bill 2006, House of Representatives, Debates, 29 
March 2006, p. 13. 
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• Methods, techniques and equipment to be used for examination 

This approach to specific aspects of regulation (i.e. by a Secretary’s notice) is based 
on the public interest imperative to prevent compromise of sensitive security 
information (and is consistent with screening and clearing in section 44 of the Act).  
Hence prescriptive security measures will not be detailed in publicly available 
regulations. 

Where RACAs opt to use screening technology, Explosive Trace Detection (ETD) or 
X-Ray, to screen and clear cargo there will be METS to govern these activities; but 
the use of equipment per se may not be mandatory for all RACAs.  The Government 
has announced CTOs will be required to use ETD for international cargo and ETD 
use will be governed by the METS.  The use of ETD for clearing domestic air cargo is 
also to be phased in, though the timeline for this has not yet been decided. 

The overall intention of these proposed changes is to significantly lessen the 
regulatory burden on industry participants designated as AACAs (with the intention of 
not degrading air cargo supply chain security), and improve the screening 
(examination and clearing) of air cargo prior to it being taken onto an aircraft.  

4.4.2 Additional Budget for Air Cargo Security  

In September 2005, the Prime Minister and the Minister for Transport and Regional 
Services announced the Government’s in-principle acceptance of the 
recommendations made by the Wheeler Review and announced additional 
expenditure of almost $200 million to further tighten security at Australia’s major 
airports.  Specific initiatives included:  

• The establishment of Joint Airport Investigation Teams (JAITs) at Sydney, 
Melbourne, Brisbane, Adelaide and Perth airports 

• Increased air-side ACS border patrols 

• Upgrade of ACS’ CCTV capabilities 

• Improved information exchange arrangements within government related to 
aviation security 

• A review of the ATSA 

• Further tightening of checking and processing arrangements for the issue of 
Aviation Security Identification Cards 

• A new national aviation security training framework14 

In May 2006 a further $48 million package was announced, which provides for: 

• Earlier reporting to ACS by CTOs regarding export air cargo to enable more 
effective electronic screening of the cargo 

• Increased export cargo inspection capabilities through deploying mobile x-ray 
vans and detector dog teams 

• Trialling neutron and x-ray scanning technology15 

• A review of emerging technologies relevant to air cargo security  

                                                
14 DOTARS Fact Sheet Additional Air Cargo Security Measures October 2005 
15 Neutron scanning technology is currently being tested at Brisbane Airport 
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• Developing security awareness training for industry and ACS staff 

• The implementation by DOTARS of a quality assurance regime for RACA 
security training 

• Strengthening depot and warehouse licensing provisions under legislation and 
tightening ACS controls over exports 

• Exploring the feasibility of ACS receiving advance air cargo information for 
express courier shipments 

• Improving domestic air cargo inspection by deploying ETD to domestic air 
cargo terminal operators at major gateway airports 

These measures were to be implemented in stages from 1 July 2006.16   

ACS is tasked with reporting back to government on cost recovery options for the 
additional security being provided by it.  ACS is conscious of the additional burden 
cost recovery will place on operators, driving up costs and potentially impacting on 
the competitiveness of Australian exports. 

Details of the enhancements to ACS’ CCTV have not been finalised at time of writing 
and there is no firm indication of to what extent freight operations will be covered by 
the enhanced CCTV capabilities.  

In addition to the announced enhancements, there is the possibility of a third stage of 
aviation security enhancements in the next budget cycle.  According to DOTARS, the 
known shipper program is under review and issues associated with increased 
background checking for personnel in the air freight industry (those not issued with 
ASICs) are being considered.  The cost of this latter initiative is likely to be borne by 
industry but as the extent and nature of the background checks has not yet been 
determined, it is not possible to place a figure on the likely cost incurred by industry 
for this.17 

The existing ACS Frontline program (a cooperative program with the industry to 
heighten awareness of suspicious activities and items) has been expanded to 
incorporate more of a counter-terrorism focus, but remains primarily concerned with 
detecting the illegal shipment of goods from a crime and quarantine perspective.  In 
addition to the Frontline program, ACS launched a pilot supply chain security initiative 
in 2006.  This initiative flows from the Framework of Standards to Secure and 
Facilitate Global Trade adopted by the World Customs Organisation in June 2005. 

The initiative will involve voluntary partnerships between ACS and industry to protect 
international trade from terrorism and organised crime.  It will aim to strengthen the 
security controls over cargo within the participating freight handling businesses.  It will 
involve those participating businesses developing comprehensive security plans to 
ensure the integrity of cargo under their control.  The proof of concept of the scheme 
has yet to commence and ACS intends to approach businesses on a voluntary basis 
to become part of the pilot program. 

                                                
16 Media Release: The Hon Warren Truss MP & Senator the Hon Chris Ellison Air Cargo 
Security Strengthened, 9 May 2006 
17 In IR’s view, for this additional background checking to be fully effective it should be 
undertaken at the level required for the issue of an ASIC. 
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4.5 International Benchmarking 

4.5.1 Common Issues  

While there are some different approaches to the subject of air cargo security 
between Australia and for example, the US and the UK, fundamental and problematic 
issues are common to all three countries (and to the world of air cargo generally).  
Chief among those is how to reconcile the carriage of high volume time critical cargo 
with the requirements of security in the current international security environment; the 
limitations of current screening technology; and the compliance costs to business of 
air freight security regimes.  

As can be seen from the following, the air cargo security regimes in place in the US 
and the UK are quite similar to that in place in Australia and face the same issues in 
attempting to implement acceptable security outcomes while limiting unacceptable 
imposts on the industry. 

4.5.2 United States of America  

Similar to the Australian situation, the US legislative and regulatory regime enacted 
under the Aviation and Transportation Security Act contains general provisions for 
cargo screening, inspection and security measures. 

The Transportation Security Administration (TSA) [the US equivalent of DOTARS 
OTS] has a multi-layered industry-cooperative approach to air freight security that 
includes canine teams, TSA inspectors and equipment.18   

In the US, cargo carried in passenger aircraft must be screened or its security 
otherwise ensured.  The latter is achieved primarily through the US known shipper 
program.  This program is the backbone of the US air cargo security system 
consisting of more than 400 000 companies that certify their cargo is safe for carriage 
on an aircraft.  However, to address continuing criticism of reported vulnerabilities in 
the US system (especially as it pertains to the carriage of cargo in passenger aircraft) 
in May 2006 the TSA announced the following enhancements to air cargo (developed 
in consultation with industry):  

• Consolidation of approximately 4 000 private industry known shippers into a 
central database managed by the TSA (thus enabling greater oversight and 
facilitating more in depth vetting of known shippers) 

• Background checks of approximately 51 000 off-airport freight forwarding 
employees 

• Extending secure areas of airports to include ramps and cargo facilities  

• Full criminal background checks on an additional 50 000 cargo aircraft 
operators 

• Using TSA officers and equipment to screen cargo that is delivered directly to 
airport ticket counters 

• Expanded use of canine explosives detection teams in air cargo facilities 19 

                                                
18 There are a reported 300 TSA inspectors deployed to monitor security compliance for air 
freight 
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From 23rd October 2006 the US will mandate a minimum of 30 percent of all freight 
carried on passenger aircraft must be x-ray screened.  This screening will be 
undertaken by the TSA.  It is possible this will be increased to 100 percent in the 
medium term.  Screening of freight to be carried on freighter aircraft is also to be 
increased from 23rd October to 30 percent screening of freight on one in six freighter 
aircraft.   This screening is at a detailed level and applies to, for example, all 
individual boxes on a selected pallet.  The US government levies a US$10 surcharge 
on all aircraft tickets sold in the US to fund the security measures including those 
affecting air freight. 

A further initiative implemented in the US is the Customs Trade Partnership Against 
Terrorism (C-TPAT).  This is a joint government - business initiative designed to 
strengthen America’s overall supply chain and border security post-9/11.  This 
program primarily applies to imports only and involves prior notification to US 
Customs of freight shipments; and enhanced security procedures being implemented 
by C-TPAT members. 

4.5.3 United Kingdom 

The United Kingdom aviation security regime is implemented under the Aviation and 
Maritime Security Act 1990 and associated regulations.  Until 2003, regulated air 
cargo agents in the United Kingdom could assess their customers’ security 
arrangements and validate the premises as a ‘known consignee’ if satisfied with their 
security measures.  However, since August 2003, validations (which are required 
annually) have been carried out by independent assessors appointed by the 
Department for Transport. Similar to the Australian system, cargo from a known 
consignee can be placed on an aircraft without further checks.   

Under the new system, validated known consignees are issued with a certificate and 
a unique reference number (URN) that is accessible on a website (as a reference for 
industry participants). Issues addressed during the validation process include the 
following: 

• Physical security measures in place at the site 

• Staff recruitment and reference checking procedures  

• Staff security training procedures 

• Whether other organisations share the same site 

• Access control arrangements 

• The point of acceptance for air cargo 

• Air cargo preparation operations 

• Air cargo packing procedures 

• Storage of secure cargo 

• Transport of secure cargo to security approved air cargo agents or aircraft 
operators  

Consignees are not required to go through the validation process but, if they do not, 
their cargo must be physically screened before it can be carried on an aircraft (and 
                                                                                                                                       
19  TSA Issues – New Regulations to Substantially Strengthen Air Cargo Security 17 May 
2006  
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the consignee is responsible for the cost of screening levied by a regulated air cargo 
agent or aircraft operator).  Screening can include x-ray, physical inspection or 
decompression (flight simulation).  Explosive Trace Detection (ETD) is not approved 
for use to screen air freight in the UK. 

Personnel employed by a known consignee who have access to air freight must be 
fully identified with a verifiable work history of at least five years; and must receive 
training in the security of air freight.  The recruitment process involves applicants 
disclosing any criminal convictions and signing a statement the information they 
provided is true and correct.  

4.5.4 Asia-Pacific Economic Cooperation (APEC) 

APEC is examining issues associated with the security of air cargo and is exploring 
the feasibility of standardising air cargo supply chain security within APEC 
economies.  However, the divergent commercial and security dynamics affecting the 
different APEC economies will make standardising security measures for air freight 
above the level of ‘lowest common denominator’ difficult and the process is likely to 
take some time. 

For example, it has proven difficult for some APEC economies to implement anything 
other than baseline compliance with ICAO Annex 17 for passenger aircraft; and some 
of the economies require continuing assistance in addressing ICAO Annex 17 
requirements (Annex 17 was initially promulgated in 1974). 

4.5.5 Operation Grafton 

From time to time air freight is the subject of increased law enforcement attention 
internationally.  In response to crime at London Heathrow Airport, the Metropolitan 
Police has implemented Operation Grafton in conjunction with other United Kingdom 
police services, Her Majesty’s Customs and industry representatives.20  The operation 
was aimed at reducing airport related freight theft and truck hijacks at Heathrow, 
which had cost the industry in the UK more than £167million over a three year period. 

Operation Grafton has its own intelligence resources and operates as a single point 
of contact for air freight related crime, where the value exceeds £25,000 and where 
the crime is connected to Heathrow.  It is based on a strong partnership between the 
various government agencies and the air freight industry.  In addition to analysing 
and investigating crime, officers involved in the operation provide advice to industry 
participants on increasing their security. 

Prior to the implementation of Operation Grafton, businesses using London Heathrow 
were threatening to relocate owing to the costs of crime.  However, the operation 
contributed to a marked decrease in crime (up to a 70 percent reported decrease 
between 2003 and 2004)21 

                                                
20 http://www.met.police.uk/scd/units/intelligence.htm 
21 www.iumi.com/conferences/2005_Amsterdam/2009/3. percent20Kerr percent20- 
percent20Cargo.pdf  

http://www.met.police.uk/scd/units/intelligence.htm
http://www.iumi.com/conferences/2005_Amsterdam/2009/3
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5. The Questionnaire and Interview Program: 
Findings, Gap Analysis and Recommendations 

5.1 Introduction 

Consistent with the agreed project plan, IR and the AFC distributed a security 
questionnaire to industry participants. This sought information on issues including 
security procedures; costs of security; their perceptions of the effectiveness of the 
security regime protecting air freight; and any comment they wished to make on the 
regulatory regime governing the security of air cargo or other security issues.  It was 
intended to select eight industry participants for follow up interview from the 
respondents to the questionnaire. 

Over 100 questionnaires were directly distributed to air freight operators by the AFC 
NSW.  The Customs Brokers and Forwarders Council of Australia (CBFCA) and the 
Australian Federation of International Forwarders (AFIF) in turn distributed further 
copies of the questionnaire to their members. 

However, only two questionnaires were completed and returned to IR, which 
represents less than 2 percent of those distributed. In view of this result, IR and the 
AFC NSW determined to approach a number of major industry participants for 
interview.  Nine industry participants agreed to be interviewed.  These were: DHL; 
Australian Air Express; Menzies Aviation; UPS; AFIF; Toshiba; Sydney Airport 
Corporation Ltd; Qantas and Singapore Airlines.  This provided a cross section of 
CTOs, forwarders and airlines. 

Interviews were conducted in Sydney in the week commencing 25th September 2006.  
During this interview program, meetings were also held with the Sydney Airport Police 
Command and the NSW Police Botany Local Area Command (LAC). 

During the discussions a number of common threads became evident in regards to 
security issues affecting industry participants using Sydney Airport.   For ease of 
reference, these are addressed in broad categories below.  

5.2 Security Management 

5.2.1 Findings  

All air freight operators interviewed had in place clear lines of security accountability.  
This was vested in a security manager; a safety and compliance manager; or an 
operations manager or similar position.  For larger operators, managers responsible 
for security at a facility often reported to a national or regional security manager.  
Personnel were made aware of who was accountable for security at the site during 
their security training. 
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5.2.2 Gap Analysis  

The requirement for a single point of accountability for security was well understood 
by all industry participants interviewed.   

5.3 Security Training 

5.3.1 Findings  

According to the air freight operators, all staff are being trained appropriately under 
DOTARS accredited RACA security training.  This training is given on induction and 
on a two year recurrent basis.   

The requirement for training was noted as a significant overhead for freight operators, 
especially when combined with all the other accredited training (OH&S; Dangerous 
Goods Acceptance etc.) that staff involved in the air freight industry are required to 
undergo.   

5.3.2 Gap Analysis 

Security training appeared to be adequate and all operators indicated full compliance 
with DOTARS requirements.  However, operators noted it would be advantageous to 
have a consistent set of security aide memoirs (such as posters and desk aids) as a 
resource for staff in relation to suspicious activity and responding to security 
incidents. 

5.3.3 Recommendation 

1. Consideration should be given to producing security aide memoirs for industry 
participants to raise staff awareness and provide guidance on responding to 
security incidents.   

Responsible Agencies:  DOTARS and AFC NSW  

5.4 Freight Security and the RACA Program 

5.4.1 Findings  

Security of air freight was undertaken in accordance with DOTARS regulations and 
the International Air Cargo Security Regulated Agent Model Security Program.  All 
interviewees appreciated security is a vital component of the air freight business.   

Air freight operators have in place security infrastructure, including CCTV; alarm 
systems; guarding and patrols; mechanical and electronic access control systems; 
and security and emergency procedures to varying degrees - depending on their 
individual requirements.  Only one operator stated they had GPS tracking devices on 
vehicles transporting export cargo.  RACAs had undertaken risk assessments as 
required under the regulations and were awaiting the approval of their TSPs. 
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Many operators considered there was no set standard governing security at air freight 
facilities that provided sufficiently detailed guidance to the industry in determining 
what baseline levels of security infrastructure was required.   

While those wishing to operate a bonded store had to comply with ACS requirements 
as per section 77G of the Customs Act 1901; and the TSP process provided broad 
guidance on security procedures and expected outcomes, further more detailed 
guidance in respect of appropriate security was seen as helpful by the majority of 
industry participants interviewed.  One operator was using the Technology Asset 
Protection Association (TAPA) accreditation system to guide its protective security 
regime and had facilities graded at either TAPA ‘A’ or ‘B’ levels.22 

In general, industry participants had in place emergency procedures documentation 
and it was felt that procedures relating to bomb threats and terrorism related issues 
were well understood.  However, general response procedures for other security 
hazards (such as armed robbery or ram raid) that pose an OH&S risk were less well 
addressed by some operators.  

Operators were generally satisfied with the security measures they had in place in 
terms of them meeting their regulatory obligations.  However, it was felt the current 
regulatory regime was biased towards procedural security rather than ‘hard’ security 
measures such as freight screening.  Even where screening or searching of cargo 
was mandatory, there was little guidance on how and to what level of detail this 
should be done. 

(Comment: in this regard IR notes the DOTARS intention to produce a document for 
air freight analogous to the passenger screening METS). 

Some operators felt they had to rely too much on the RACA, from whom they 
received the freight, complying with security requirements.  The operators considered 
they had little knowledge of the extent to which these RACA are being audited and 
consequently did not necessarily have full faith in the integrity of the RACA’s security 
procedures. While it was acknowledged DOTARS has an audit program in place, 
there was little information on this being provided to the industry.  And there was 
particular concern expressed regarding whether RACAs operating at some distance 
from airports are being scrutinised appropriately.  However, it was acknowledged the 
situation appeared to be improving with more DOTARS scrutiny of the industry 
becoming evident over time.   

In addition to the concerns expressed regarding the integrity of the RACA program, 
there was concern that security, at the beginning of the logistics chain (i.e. at the 
‘supplier’ end), was not subject to regulation or scrutiny.  For example, suppliers such 
as manufacturers or wholesalers were not required to have a TSP equivalent; did not 
necessarily separate general freight from air freight at their facilities; did not routinely 
background check owners, management or staff; and may or may not have 
appropriate security in place at their facilities to protect the integrity of freight bound 
for carriage on aircraft.   

 

                                                
22 The TAPA grading system provides guidance on security infrastructure and processes to 
be deployed at freight facilities.  It is primarily designed to ensure the security of high value IT 
related cargo and provides guidance on general security and access control.  See: 
http://www.tapa-asia.org/index.html  

http://www.tapa-asia.org/index.html
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Consequently, the introduction of, for example, an improvised explosive device (IED) 
at the supplier end of the logistics chain could allow the IED to be cleared onto an 
aircraft with no further screening or action taking place, provided proper procedures 
were followed and mandatory paperwork, such as security declarations, were 
completed.   

While it was acknowledged the numbers of links in the logistics chain between the 
customer and the aircraft could make it relatively difficult to be confident that any 
timed device would detonate on an aircraft (rather than detonating on a truck or in a 
freight shed), it was felt with some effort this could be achieved.  And a barometric 
device could potentially be placed in air freight to detonate at altitude. 

The further scenario was raised of a ‘front company’ being established for the express 
purpose of a terrorist attack against an aircraft. This company could ship three 
legitimate consignments, thereby qualifying as a known shipper and reducing the 
potential for any screening on subsequent items provided by it for carriage as air 
freight. 23 

These concerns, particularly in relation to freight being carried on RPT aircraft, are a 
driver for some CTOs to implement 100 percent routine screening of all non-exempt 
air freight24 - over and above the regulatory requirements.  As operators of aircraft, 
airlines were seen as supportive of 100 percent screening in view of the catastrophic 
effect an IED detonation in freight aboard their aircraft would have on their customers 
and staff.   

There was some discussion regarding the requirement to differentiate between air 
freight carried on freighters and that carried on RPT aircraft.  Operators felt there may 
be scope for varying the screening requirements for freight, depending on which 
aircraft type it was destined to be carried on; with less onerous requirements for 
freight being transported on freighters.  However, operators considered in practice 
this may be difficult to achieve and the intention should be to ensure the security of all 
air freight, irrespective of the aircraft type being used to transport it. 

Non-CTOs expressed reservations regarding the security cost imposed by those 
CTOs that have instituted 100 percent screening of air freight.  It was felt there was 
insufficient transparency in the delivery of the security service.  Freight forwarders 
considered the imposition of a properly audited regulatory requirement would assist in 
ensuring the security services being charged for by CTOs were being undertaken 
fully; and the charge to customers was appropriate to the cost of the measures to the 
CTO. 

CTOs also were supportive of DOTARS mandating 100 percent screening for freight.  
They felt this would provide more guidance for the industry generally on these 
procedures.  It would also assist in negating the perception that current screening 
measures had been implemented by certain CTOs primarily to raise revenue, rather 
than as a security measure per se. 

 

 

                                                
23 IR is making no assessment of the risk or technical feasibility of these scenarios. 
24 Some air freight, such as human remains, was deemed not to require screening by these 
CTOs. 
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Operators are aware DOTARS is considering the most appropriate way to secure the 
‘perimeter’ around air freight.  DOTARS is considering where the screening of air 
freight, when mandated by regulation, should be undertaken.  For example at RACA 
facilities; or at the CTO immediately prior to forwarding to the airlines or being placed 
on freighter aircraft. 

In general, those interviewed considered the CTO to be the most appropriate agent to 
screen cargo.  Other operators were concerned about liability issues; financial and 
administrative overheads; and sourcing appropriate personnel to operate screening 
equipment.  The main concern from industry participants is that any requirements in 
this regard be imposed equitably on the industry; be costed appropriately; and, as 
noted above, be adequately monitored by DOTARS to ensure any regulated 
screening requirements are being fully met and charges are levied transparently. 

It was noted that any security regime imposed outside the CTO would need to be fully 
accepted by the CTO and/or airlines. If this was not the case, the CTO/airlines may 
feel required to implement their own security regime, potentially duplicating the costs 
and administrative overheads of securing the freight.  

The issue of whether a ‘favoured supplier’ regime could be in place for certain 
manufacturers/exporters to decrease the costs to such suppliers from security was 
raised.  This would be similar to the UK known consignee system referenced in 
section 4.5.3.  It was noted some suppliers may consider implementing 
comprehensive security for air freight at their facilities if this would offset security 
charges imposed later in the logistics chain (to be fully effective this would need to 
include background checking on staff involved in processing, or having access to, air 
freight, being screened to the level undertaken for the issue of an ASIC).   CTOs 
indicated a willingness to consider this under certain circumstances, but emphasised 
any such arrangement would have to be subject to regular independent audit and 
written undertakings.  It would also have to include provision for the security of the 
freight while in road or rail transit to the CTO. 

Some operators are concerned that enhanced access controls to airside (including 
screening of employees going airside) may cause issues for CTOs, given their staff 
pass airside/landside frequently during the working day. 

Operators were supportive of the increasing role of the ACS in counter-terrorism.  
They reported very little business impact from mobile ACS x-ray units or canine 
teams and are generally positive about the deployment of these. 

5.4.2 Gap Analysis  

As noted above, some operators expressed concerns they had difficulty in ensuring 
OH&S issues are being addressed properly in security response planning. 

While the difficulties air freight operators are experiencing in developing security 
plans and procedures is noted, it may not be appropriate for government to provide all 
the assistance needed in this regard.  Some operators are using consultants to give 
them guidance on the implementation of appropriate security and the development of 
TSPs on an individual basis.  The AFC NSW and industry participants could consider 
a project to develop more detailed templates for security plans and emergency 
procedures for air freight operators, to encourage standardisation of these across the 
industry.  
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IR considers the concerns regarding the integrity of the RACA process, and the lack 
of a regulatory requirement to screen air freight from RACAs or known shippers, 
highlight a gap in the security regime as it pertains to air freight.   

The differences in security requirements between baggage and freight being carried 
on RPT aircraft was also noted in the Wheeler Review. 

It is acknowledged that DOTARS has in place a program of auditing for RACAs and 
the RACAs are obliged to have in place a TSP.  But given the numbers of RACAs in 
NSW and the variances in their operations and security expertise, it is unlikely a 
regime based solely on procedural security will be seen as fully effective. 

Consequently, it is likely the concerns held by some CTOs and airlines in relation to 
the RACA program will persist under the new RACA/AACA program.  This means 
some CTOs will continue to consider it necessary to screen all air freight irrespective 
of whether this is mandated by regulation. 

As noted, there does not appear to be industry resistance to screening air freight per 
se, but rather a concern about the transparency of the process and the model used 
to determine the security costs to forwarders and their customers.   

A fully policed regulatory regime governing this may address these concerns and 
ensure security screening is applied consistently; within agreed and documented 
parameters; and to agreed standards across CTOs. 

Operators are aware DOTARS is testing equipment to assess the feasibility of 100 
percent screening for freight.  However, they are keen to ascertain exactly what 100 
percent is likely to mean i.e. whether this would mean 100 percent of individual items, 
pallets or Unit Load Devices [ULDs]. 

The issue of the security of some exporter facilities also highlights legitimate 
concerns in respect of the current security regime.  While the imposition of a system 
similar to the known consignee arrangements in the UK may provide some 
assurance in respect of this issue, there would need to be considerable consultation 
with, and education of, exporters to ensure they have a proper appreciation of 
security for air freight.  And such a system would likely remain procedurally based 
and so may not allay the concerns of some CTOs and airlines as noted above.  But it 
may allow for reduced screening of freight from nominated suppliers/manufacturers.   

The concerns noted above will need to be taken into account when DOTARS 
determines the regulated ‘security perimeter’ for air freight.   The security on this 
‘perimeter’ will have to satisfy the CTOs (including in respect of the integrity of the 
freight in transit by road/rail from the forwarder to the CTO).  If forwarders are 
responsible for screening freight under the new regime, DOTARS will need to 
address their concerns in relation to insurance and liability issues in the event that a 
device contained in freight screened by them escapes detection and detonates on an 
aircraft.   

Currently the regime governing passenger screening is more structured, with a 
designated screening authority responsible for screening passenger luggage for a 
given terminal.  In contrast, the air freight security regime disperses responsibility for 
air freight security across the whole logistics chain.  This may make it difficult to 
determine who was legally responsible for an incident if security is breached resulting 
in a device detonating on an aircraft. 
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5.4.3 Recommendations 

1. Consideration should be given to developing a standardised security 
framework template for air freight facilities to allow operators to benchmark 
their security processes and procedures against an industry wide baseline 
document.  

Responsible Agency: AFC NSW, in conjunction with industry 

2. Information should be provided to air freight operators on a regular basis on 
the extent of the Regulated Air Cargo Agent (RACA) audit program. 

Responsible Agency: DOTARS 

3. Issues associated with physical or technical screening of air freight by CTOs 
should be clarified to ensure that any requirements levied in this regard are 
acceptable to the majority of the industry, including forwarders and CTOs. 

Responsible Agency: DOTARS 

4. The feasibility of developing a ‘favoured supplier’ program to allow suppliers 
that agree to implement strict and auditable security regimes for air freight at 
their facilities to be subject to reduced security processes at the RACA or CTO 
level should be explored.  

Responsible Agencies: DOTARS; AFC NSW 

5.5 Consultative Arrangements 

5.5.1 Findings  

A general sentiment expressed among industry participants was there is scope for 
improvement in the consultation between industry and DOTARS.  Operators on the 
Air Cargo Security Working Group reported higher satisfaction with DOTARS 
consultative processes than other operators.   

This Working Group has been set up by the OTS under the auspices of the Aviation 
Security Advisory Forum.  It is an informal group established to provide the OTS with 
a conduit to industry.  It does not have formal peak body status and the membership 
is determined on an ad hoc basis.  There is no requirement for members to feed 
information back to other industry participants, but industry bodies represented on the 
Group such as the CBFCA do pass information to their members from the Group.  
Some industry participants interviewed were unaware of the existence or purpose of 
the Air Cargo Security Working Group but are supportive of the concept. 

It was felt DOTARS does not have a full appreciation of the business dynamics in the 
air freight industry.  Industry participants would like to see comprehensive business 
impact analyses undertaken for new regulations prior to them being finalised.  
Express operators were particularly apprehensive of any new security requirements 
that would affect the throughput of express items through CTOs; or impact on 
lodgement times for express freight. 
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Industry participants commented that while DOTARS provides them with information 
on proposed regulations, their inputs into the consultative process are not given 
sufficient weight during drafting.  This has led to situations where serious disconnects 
between regulatory and business outcomes may only become apparent once the 
regulations have been promulgated and are consequently, difficult to change. 

Industry participants also commented they do not get sufficient lead time to factor the 
impact of new regulations properly into forward business planning (e.g. three year 
budget projections).  And some operators consider DOTARS is prone to ‘changing its 
mind’ in respect of future regulatory direction, occasionally making planning for 
regulatory impacts across the business difficult. 

Industry participants interviewed obtain information on security issues affecting the 
industry from various sources, including other operators and DOTARS.  A number of 
operators commented they are not given sufficient background detail on issues 
affecting air freight to properly contextualise the security requirements for their 
business.  However, it was noted by a number of operators that since the Wheeler 
Review, information flow to the industry from DOTARS has clearly improved. 

It was suggested DOTARS could build more of a partnership arrangement with 
industry, as it is viewed by many industry participants as a regulator only.  A 
comparison was drawn with NSW WorkCover, which was seen as integrating better 
with and providing more proactive service to industry, while still maintaining its role as 
a regulator. 

5.5.2 Gap Analysis  

There appears to be a widespread view in the industry that DOTARS consultative 
mechanisms are not providing sufficient dividend to industry in respect of operator 
input to the development of aviation security legislation, policy and regulations. 

This could potentially be addressed by formalising and expanding the membership of 
the Air Cargo Security Working Group (ACSWG) and perhaps establishing an Air 
Cargo Group within the Trusted Information Sharing Network (TISN) similar to the 
current Aviation Group. 

The current view by industry, of the limited value of its consultative input, risks the 
development of a reactive culture in industry.  If industry perceives its input will have 
marginal effect, it is less likely to proactively consider security issues and instead 
concentrate on compliance only. 

5.5.3 Recommendations 

1. Consideration should be given to increasing DOTARS’ engagement with 
industry, including enhanced liaison directly with industry participants, either 
on an operator by operator basis or by expanding the membership and role of 
the ACSWG. 

Responsible Agency: DOTARS 

 

2. The feasibility of establishing an Air Freight Security Group under the Trusted 
Information Sharing Network (TISN) should be explored. 
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Responsible Agencies:  DOTARS; Commonwealth Attorney-General’s 
Department. 

5.6 Security Costs 

5.6.1 Findings 

Security costs were reported as increasing year on year.  But current increases were 
considered incremental and the rate of increase is not causing great concern.  
However, the comment was made if the interviews had been undertaken soon after 
the implementation of additional security post-September 11, the increase would have 
been seen as severe (the comment was made that the industry has “got used” to the 
additional security overheads).   

Operators spent widely varying amounts on security, ranging from under $25 000 to 
over $1 million dollars.  Security costs are passed to the customer. Some CTOs 
levied a security charge by airway bill to cover the costs of freight screening; or costs 
are incorporated into general freight charges as another business overhead. 

Operators appreciated the assistance given to them by DOTARS in respect of 
purchasing security equipment but still have to bear the costs of operating the 
machinery (personnel and consumables).  Industry is hoping if DOTARS mandates 
100 percent freight screening, it will assist industry in bearing the ongoing costs of 
this (over and above capital costs of equipment acquisition). 

All freight operators interviewed undertake ASIC checking on all staff as a condition of 
employment.  One operator voiced concerns over the length of time it takes to obtain 
a check (up to three months).  This limits the deployment of the staff member, owing 
to them having to be escorted when airside, and increases the cost to industry. 

5.6.2 Gap Analysis  

The issue of cost is a very important one for industry.  As DOTARS has yet to 
determine the exact nature of additional security requirements to be promulgated 
under updated recommendations, it is not possible to estimate the potential cost to 
the industry of any changes.  This is also true of any cost-recovery initiatives being 
considered by Customs.   

Delays in ASIC checking have a cost impact, particularly in the case of surge 
requirements; as casual staff were not able to be employed owing to the requirement 
to have them background checked to work unsupervised at the airport.   

5.6.3 Recommendations 

1. Regular information and advice of any prospective increases in security 
requirements should be provided to industry as early as practicable to allow 
for these to be accurately costed by industry participants.  

Responsible Agency: DOTARS 
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2. Issues associated with delays in conducting Aviation Security Identity Card 
(ASIC) checks for new staff for industry participants should be raised with 
DOTARS with a view to speeding up the ASIC checking process. 

Responsible Agency: AFC NSW 

5.7 Crime and Security Incidents 

5.7.1 Findings 

There is little information available on the prevalence of or trends in crimes affecting 
air freight connected to Sydney Airport.  Neither Sydney Airport Police Command, 
NSWPOL, the Australian Crime Commission (ACC) nor DOTARS has 
comprehensively analysed criminal related security issues for air freight at Sydney.   

There are well established information exchanges between the Sydney Airport Police 
Command and the Botany LAC in relation to crimes affecting air freight at Sydney 
airport.  These include daily intelligence sharing between the Airport Police Command 
and the Botany LAC.  Information from this is incorporated into a daily intelligence 
report that is re-circulated to all agencies.  This liaison is augmented by regular 
contact between the Airport Police Commander and the Botany LAC Crime Manager. 

The Joint Airport Management Committee, which comprises representatives from 
ACS, AFP, DOTARS, ASIO, AQIS, NSWPOL, ACC and DIMIA also discusses issues 
pertaining to crime affecting Sydney Airport.   

As per standard policing practice, incidents are investigated on a case-by-case basis 
by either the AFP or NSWPOL, depending on the jurisdiction the crime is alleged to 
have occurred in.  Jurisdictional issues can impede investigations but where these 
are identified they are addressed cooperatively.  

There are no formal mechanisms established to routinely pass information on air 
freight related crime occurring outside the Airport or the Botany LAC.  

Discussions with DOTARS revealed, while security incidents affecting air freight must 
be reported to the Department, reports on issues affecting freight have been 
infrequent and have been insufficient to allow for any in-depth analysis.   

Following the Wheeler Review, the ACC set up a unit to analyse aviation related 
crime.  But no comprehensive analysis of crime affecting air freight connected to 
Sydney Airport has yet been made available to the interviewees (either industry or the 
police).  

Industry participants considered while crime was a constant threat, it did not appear 
to be increasing year-on-year.  There was an increasing detection rate of threatening 
items or contraband in freight, but industry participants felt this was more likely the 
result of increased scrutiny by the ACS rather than a net increase in the presence of 
those items in air cargo. 

Increases in ACS CCTV coverage at Sydney Airport have yet to prove very useful in 
the investigation of crimes at the airport, though planned further enhancements could 
address this issue.  Currently the majority of ACS cameras are not recorded and it is 
difficult to provide sufficient resources to monitor camera outputs in real time to the 
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extent where this will have a material benefit.  Criminals at the airport have also 
proven adept at circumventing CCTV when undertaking crimes.  

Anecdotal information indicates thefts of inbound high value electronic equipment 
(mobile telephones, computers) are the most common but it was difficult to ascertain 
where the thefts occurred (in Australia or offshore).   

The Sydney Airport Police Command has established a Joint Airport Intelligence 
Group (JAIG) and a Joint Airport Investigation Team (JAIT).  Currently both of these 
are under their full establishment. 

The JAIG is intended to have representatives from the AFP, NSWPOL, ACS and 
other agencies; and to inter alia, analyse freight theft at Sydney Airport.  However, 
current staffing is limited to AFP & ACS personnel only.  

The JAIT was to be made up of AFP, ACS and NSWPOL personnel but to date has 
also been limited to AFP & ACS personnel only.   

Plans have been made to second NSWPOL to the JAIG and JAIT but this has not yet 
occurred.  It is envisaged that when NSWPOL are represented on the JAIG and JAIT, 
cross jurisdictional information exchange and crime analysis for air freight will be 
further improved. 

The police find it difficult to investigate air freight related thefts as it is difficult to 
ascertain the ‘chain of accountability’ for the items; or to determine where along the 
logistics chain the theft occurred.  This can be compounded by jurisdictional issues 
where the theft could have occurred in Federal or State jurisdictions in Australia, or 
offshore.  Police consider that stock control could be improved in the industry and this 
would assist future investigations into air freight theft.   

In addition, air freight operators sometimes have difficulty in providing identifying 
details for individual items stolen to the police.  For example, the serial numbers of 
individual mobile telephones stolen from a bulk consignment.  Police also consider 
some operators do not appear to be concerned regarding security and often wrote the 
loss off rather than put resources into investigating it properly. 

Police consider the majority of thefts are being perpetrated by ‘insiders’ with access to 
secure facilities and secure areas of airports; or associates of insiders who have been 
given information either deliberately or inadvertently by people in the industry. 

There are varying standards of security processes among operators.  Some CCTV 
has been helpful in investigating incidents; other systems are poorly configured, 
obsolescent and provide little assistance to investigators. 

Police consider industry is not making full use of the police services available; such 
as the Botany LAC crime prevention officer or the Property Squad from the NSW 
State Crime Command.  The Botany LAC stated it could set up a process to analyse 
crime date affecting air freight through Sydney Airport, but that this had not previously 
been raised as a concern by industry.   

Industry participants consider police are not sufficiently familiar with the industry, 
making it difficult for police officers to investigate properly air freight related crimes.  A 
number of operators stated they often do not report thefts to the police; or only report 
the issues because of insurance requirements, as they do not consider the issues will 
be investigated properly, either on or off-airport. 
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Industry participants are concerned about the lack of analysis on crime trends 
affecting air freight at Sydney Airport and all supported the establishment of a central 
point of reporting for such crime (either as a separate police number for air freight or 
as a separate category for reporting to the NSWPOL Police Assistance Line). 

Some manufacturers/exporters have reservations about the security regime for air 
freight. They are concerned about the apparent inability of police or other industry 
participants to investigate properly thefts of high value items.  

Both industry and police appear keen to improve the situation and work together to 
reduce crime affecting the industry.  All police and industry participants support in-
principle the creation of a central reporting line for air freight security issues; and all 
support the concept of regular meetings between industry representatives, AFP and 
NSWPOL to discuss security issues affecting air freight (meetings currently occur on 
an operator by operator basis).   

Industry is also supportive of implementing an electronic reporting format using a 
shared template, to ensure security incidents are reported to the police in a consistent 
format. 

5.7.2 Gap Analysis  

The lack of comprehensive analysis of crime trends affecting freight operators 
connected to Sydney Airport is significant.  While, as noted, there is information 
exchange between the various agencies involved in investigating and monitoring 
security incidents affecting Sydney Airport; and what appears to be a genuine 
commitment to a cooperative outcome, none of the agencies involved were able to 
provide a comprehensive overview of crime trends or issues affecting air freight at the 
airport.   

From an airport perspective, the fact that the JAIT and JAIG are under establishment 
makes it difficult for the Sydney Airport Police Command to analyse and investigate 
properly the crimes affecting freight on-airport (as does the inability of industry to 
provide adequate detail to police in relation to crimes against air freight). 

The negative perception held by the industry participants regarding the effectiveness 
of the police response to air freight theft is a concern, both for the industry and the 
police.  As noted in the Wheeler Review, criminal activity affecting aviation has wider 
implications for the overall security of aircraft and facilities; and the ability of 
individuals to undertake illegal activities in respect of air freight could compromise the 
safety and security of aircraft, including RPT aircraft, transporting air freight.   

The reluctance of industry participants to report all crime affecting them may make it 
difficult to ascertain accurately patterns of criminality affecting air freight operators 
and suppliers; and will compound the issue of the perceived lack of police response. 

In IR’s opinion, Sydney Airport could potentially benefit from the establishment of a 
mechanism similar to the UK’s Operation Grafton, whereby crimes against air freight 
that are connected to Sydney Airport (either occurring on or off-airport) are centrally 
analysed and investigations centrally coordinated.  As noted there is already a high 
degree of cooperation between the Airport Police Command and Botany LAC.  It is 
likely that as the JAIT and JAIG continue to develop their expertise, this cooperation 
will continue to improve.  Industry is supportive of a central reporting point for all such 
crimes, which could include a dedicated phone number and electronic reporting 
template.  
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Police comments regarding the difficulty of investigating crimes affecting air freight 
were borne out by operator comments during the interview process.  Many operators 
admitted it is difficult for them to determine where a theft may have occurred.  In 
addition, some expressed reservations regarding the level of cooperation received 
from other industry participants when they try to investigate thefts that affect freight 
consignments. 

Stock control was an admitted problem and represents a gap in security.  The nature 
of the industry (i.e. freight items passing through a number of operators prior to a theft 
being identified) and the imperative to ensure freight handling processes are rapid 
and efficient militates against the imposition of full stock control measures.  This 
makes it difficult to guarantee a theft would be identified immediately it occurred; or 
the location of the theft could be confirmed easily. 

However, if industry does not seek to improve its security, it may remain difficult for 
police to investigate properly crimes affecting air freight connected to Sydney Airport. 

It is difficult for operators to determine when the discovery of a freight theft indicates 
the integrity of all security cleared freight at their facility has been compromised.  For 
example, it is unclear, that if an operator discovers a pallet has had some boxes 
stolen but can’t confirm if the theft occurred in its facility, whether the operator should 
screen/inspect all other cleared freight prior to forwarding to the CTO or, in the CTO’s 
case, forwarding the freight to an aircraft. 

5.7.3 Recommendations 

1. To further improve security and prevent criminal activity, more comprehensive 
analysis of crime trends affecting air freight through Sydney Airport should be 
undertaken and the results of this analysis made available to industry. 

Responsible Agencies: AFP; NSW Police; ACC; DOTARS 

2. The JAIG and JAIT at Sydney Airport should be continuously adequately 
resourced and their needs regularly reviewed to improve their effectiveness. 

Responsible Agencies: AFP; NSW Police; ACS. 

3. To further improve security and prevent criminal activity, regular meetings 
should be implemented between industry representatives and police to 
discuss air freight related crime and security issues connected to Sydney 
Airport. 

Responsible Agencies: AFP; NSW Police; AFC NSW 

4. Consideration should be given to establishing a dedicated reporting line for air 
freight related crime connected to Sydney Airport, either as a separate 
reporting line or as a component of the NSWPOL Police Assistance Line 
(PAL). 

Responsible Agencies: AFP; NSW Police 

5. The feasibility of implementing an industry wide electronic crime reporting 
format for reporting air freight related crime should be explored. 

Responsible Agencies: AFP; NSW Police; AFC NSW 
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6. Operators should be given clear guidelines as to when a criminal incident at 
an air freight facility should be considered serious enough to compromise the 
integrity of security cleared freight at that facility. 

Responsible Agency: DOTARS 
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Attachment 1 

Consolidated List of Recommendations 

Security Awareness and Protective Security  

1. Consideration should be given to producing security aide memoirs for industry 
participants to raise staff awareness and provide guidance on responding to 
security incidents.   

Responsible Agencies:  DOTARS and AFC NSW  

2. Consideration should be given to developing a standardised security 
framework template for air freight facilities to allow operators to benchmark 
their security processes and procedures against an industry wide baseline 
document.  

Responsible Agency: AFC NSW, in conjunction with industry 

Government/Industry Liaison 

3. Information should be provided to air freight operators on a regular basis on 
the extent of the Regulated Air Cargo Agent (RACA) audit program. 

Responsible Agency: DOTARS 

4. Consideration should be given to increasing DOTARS’ engagement with 
industry, including enhanced liaison directly with industry participants, either 
on an operator by operator basis or by expanding the membership and role of 
the Air Cargo Security Working Group (ACSWG). 

Responsible Agency: DOTARS 

5. The feasibility of establishing an Air Freight Security Group under the Trusted 
Information Sharing Network (TISN) should be explored. 

Responsible Agencies:  DOTARS; Commonwealth Attorney-General’s 
Department. 

6. Regular information and advice of any prospective increases in security 
requirements should be provided to industry as early as practicable to allow 
for these to be accurately costed by industry participants.  

Responsible Agency: DOTARS 

7. Issues associated with delays in conducting Aviation Security Identity Card 
(ASIC) checks for new staff for industry participants should be raised with 
DOTARS with a view to speeding up the ASIC checking process. 

Responsible Agency: AFC NSW 
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Law Enforcement 

8. To further improve security and prevent criminal activity, more comprehensive 
analysis of crime trends affecting air freight through Sydney Airport should be 
undertaken and the results of this analysis made available to industry. 

Responsible Agencies: AFP; NSW Police; ACC; DOTARS 

9. The Joint Airport Intelligence Group and Joint Airport Investigation Team at 
Sydney Airport should be continuously adequately resourced and their needs 
regularly reviewed to improve their effectiveness. 

Responsible Agencies: AFP; NSW Police; Australian Customs Service. 

10. To further improve security and prevent criminal activity, regular meetings 
should be implemented between industry representatives and police to 
discuss air freight related crime and security issues connected to Sydney 
Airport. 

Responsible Agencies: AFP; NSW Police; AFC NSW 

11. Consideration should be given to establishing a dedicated reporting line for air 
freight related crime connected to Sydney Airport, either as a separate 
reporting line or as a component of the NSWPOL Police Assistance Line 
(PAL). 

Responsible Agencies: AFP; NSW Police 

12. The feasibility of implementing an industry wide electronic crime reporting 
format for reporting air freight related crime should be explored. 

Responsible Agencies: AFP; NSW Police; AFC NSW 

Security Screening/Clearing 

13. Issues associated with physical or technical screening of air freight by CTOs 
should be clarified to ensure that any requirements levied in this regard are 
acceptable to the majority of the industry, including forwarders and CTOs. 

Responsible Agency: DOTARS 

14. The feasibility of developing a ‘favoured supplier’ program to allow suppliers 
that agree to implement strict and auditable security regimes for air freight at 
their facilities to be subject to reduced security processes at the RACA or CTO 
level should be explored.  

Responsible Agencies: DOTARS; AFC NSW 

15. Operators should be given clear guidelines as to when a criminal incident at 
an air freight facility should be considered serious enough to compromise the 
integrity of security cleared freight at that facility. 

Responsible Agency: DOTARS 
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Attachment 3 

Glossary of Selected Terms 

ACC Australian Crime Commission 
ACS Australian Customs Service 
ACSWG Air Cargo Security Working Group 
AFIF The Australian Federation of International Forwarders  
AFP Australian Federal Police 
ANA Air Navigation Act 1920 
ASIO Australian Security Intelligence Organisation 
ASIC Aviation Security Identity Card 
ATSA Aviation Transport Security Act 2004 
ATSR Aviation Transport Security Regulations 2005 
CBFCA The Customs Brokers and Forwarders Council of Australia  
CCTV Closed Circuit Television 
CTO Cargo Terminal Operator 
DOTARS The Department of Transport and Regional Services.  The Australian Government 

department responsible for regulating Australia’s aviation sector. 
ETD Explosive Trace Detection.  Equipment used to detect minute quantities of explosive or 

precursor chemicals.   
ICAO The International Civil Aviation Organization.  A UN Specialized Agency providing a 

global forum for civil aviation issues and assisting in standardising aviation practices 
internationally. 

IED Improvised Explosive Device 
JAIG Joint Airport Intelligence Group  
JAIT Joint Airport Investigation Team 
METS Methods, Techniques and Equipment to be used for Screening.  This document is 

produced by DOTARS and details the equipment and procedural requirements for 
screening passenger baggage for carriage on aircraft in Australia. 

OTS The Office of Transport Security: The unit within DOTARS responsible for aviation 
security related matters on behalf of the Australian Government. 

RACA Regulated Air Cargo Agent.  Defined in the Aviation Transport Security Regulations as 
‘a person that carries on a business that includes the handling, or making arrangements 
for transport, of cargo to be carried on a prescribed air service, and whose name 
appears on the Secretary’s list’. 

RPT flights Regular Public Transport flights (i.e. scheduled passenger aircraft) 
SARP Standards and Recommended Practices:  The ICAO Document setting the international 

benchmark for aviation security internationally. 
TAPA The Technology Asset Protection Association  
TISN Trusted Information Sharing Network: An Australian Government sponsored forum in 

which the owners and operators of critical infrastructure work together by sharing 
information on security issues which affect critical infrastructure. 

TSA The US Transportation Security Administration – equivalent to the OTS 
TSP Transport Security Plan: The security plan that aviation operators are required to 

produce for their facilities and/or operations under the Aviation Transport Security 
Regulations 2005 

ULD Unit Load Device 

 


